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Pedepar:

1. TIinBrIIEHHA [TOXKEKHOI 6€3MEKM EKCITyaTyBaHHS 00'€KTiB COHSIYHOI €EHEPreTHUKU € BaKJIMBOIO HAYKOBOIO
3apay4elo B ranysi inpopmaniiiHux TeXHOJIOrii, OpieHTOBaHUX Ha GopMyBaHHsI Kibepdiznunux cuctem (KOC)
MOHITOPUHTY Ie(eKTiB (POTOETEKTPUYHUX MOLYiB COHsIYHUX enekTpocTaHLiil (PEMCE). B po6oTi po3pob6sieHo
apxitektypy i meronu pyHKuioHyBaHHS KOC MoHITOpUHTY JedeKTiB GOTOeIeKTPUYHNX MOAYJIiB COHSIYHUX
eJIeKTpocTaHLiil. O6’eKTOM JOCiIpKEHHS € ITpouec MOHITOpUHTrY nedekTiB DEMCE 3 BUKOPUCTaHHSIM IPOrPaMHO-
anapaTHUX 3aco06iB. [IpegMeTom noclimKeHHs € MeToau i 3acoou KOC MoHITOpUHTY IeeKTiB 3 BUKOPUCTAHHSIM
MIPOrpaMHO-aNapaTHUX 3aCO6iB 3 PO3NOIiIEHOI 0OPOOKOIO AaHUX. MeTOI0 AuCepTaliiHOrO JOCTiIKEHHS €
3a0€311e4eHHs OIIePaTUBHOIO PO3Pi3HEHHSI PEXKUMIB POOOTU POTOENIEKTPUYHUX MOJYJIIB SIK TIOJKEKA, TOXKEXKHA

He6e3Ieka, CIIpalloBaHHs 3aXUCTY Ha OCHOBI 3acTocyBaHHs apxiTekTypu KOC 3 posnoineHon 06po6Koo faHuX



moHiTopuHry aedextiB PEMCE. HaykoBa HOBM3HA ofjepkKaHUX Pe3yJIbTarTiB: 1) yrepuie po3po6ieHo apXiTeKTypy
K®C moniTopunry nedexriB PEMCE Ha ocHOBi KoHLern1ii nepudepiiiHo-XMapHOro PO3I0Aiy 06POOKY JaHUX.
HoBusHol1o apxiTekTypu € popMyBaHH4 ii Ha IPUHLMIIAX PO3IOAiNy 06YMCIeHb MK O0PTOBOIO i HA3EMHOIO
CHACTEMaMHU YIIPaBJIiHHS 0€3MiJIOTHUM JliTalbHUM anapaTtoM (BITJIA), cucTemolo AMCIeTYepChKOro yIpaBiHH i
XMapHUM CEPBICOM. 2) YIOCKOHAJIEHO METO ], 06POOKY AaHMX IIPOrpaMHO-aapaTHUMU 3ac06aMu 60pTOBO]
crucremu ynpasiiHas BITJIA npu MOHITOPUHTY AedeKTiB GOToeeKTPUIHUX MOLYJIiB, 110 Bipi3HSIETHCS YBEAEHHSIM
MoOJeJli BUBHaY€HHS OIITUMAJIbHOTO HANIPSIMKY Bi3yBaHHS KaMep, 3aCTOCYBAaHHSIM aHCaMOJII0BaHHS Pi3HONAITPOBUX
Tepmorpam Ta RGB 300pakeHb, IEPETBOPEHHSM ITiKCEJIbHUX KOOPIMHAT BUSIBJIEHUX Ne(deKTiB y reorpadidHi
KOOPAMHATH. 3) YIOCKOHAJIEHO METO I aHCaMOJIIOBaHHS pisHOMNasiTpoBUx Tepmorpam Ta RGB 306paskens aj1st
BUSBJIEHHS Ae(eKTiB GOTOENEKTPUIHUX MOJIYJIiB, IKUI Bilpi3HsIETHCS PO3POOKOI0 MaTeEMaTUYHOI Mogei
xiacudikauii fedexTiB 3a ix BiITHOCHOIO IJIOLIEI0 OO0 IO OJHOr0 (OTOEJIEMEHTA, YBEEHHSIM [I0OCTOOPOOKHU
17151 CTBOPEHHS KOMIIO3ULiTHOTO TepMOo-RGB 306pakeHHs1. 4) yiepiue po3pobseHo meTot, pyHKLioHyBaHHS KOC
MoHiTopuHry nedpexrisB PEMCE. HoBuzHna MmeTony noJisirae y peanisauii KoHuenuii nepudepiiiHo-xmapHoi 06pobKu
IaHUX. Ha oCHOBI 3aCTOCYyBaHHS po3pO6JI€HUX METOIB MiJIBULLEHO 3HAYEHHSI IIOKa3HUKA CEPEHbOI TOUHOCTI
netekuii nedexrtiB DEMCE Ha 2-3 %, oTprMaHO 3HaY€HHS iHTerpaJbHOrO IOKa3HUKA TOYHOCTI Ta IOBHOTHU
BUsBJIeHHS OedeKTiB 3a meTpukolo Fl-score 6inbie 90 %. Po3pobieHo anroputm 3actocyBaHHsa KOC MoHiTOpUHTY
®EMCE. TeopeTuyHi Ta IpakTU4Hi pe3yabTaTy JOCJiI)KEHHSs BIIPOBAIpKEHi I1py po3pob1ii cucTeM 6€3MeKU B psifi
opraxizalliil Ta B OCBITHbOMY IIPOLECi By3y. Y BCTYIIi IP€JICTaBII€HO OOIPYHTYBaHHSI aKTyaJIbHOCTi HAyKOBOTO
3aBIAHHS 00 PO3POOKK MeTOZiB i 3ac06iB MoHiTOpuHTY nedextiB DEMCE Ta Bifo6paskeHO OCHOBHI HayKOBi
pe3ybTaTU poOOTH i ii mpakTHYHe 3HaYeHHs. Y IepuioMy po3fiiji 3po6ieHO aHajli3 Cy4acHOTO CTaHy MOHITOPUHTY
nedekriB DEMCE, oCHOBHUX iX BUJIiB, @ TAaKOXX [IPOBEJEHO aHasi3 MeToAiB MOHiTOpUHry nedexrisB PEMCE. ¥
IPYyroMy po37iii mpencraBieHo po3pooky apxirektypu KOC monitopunry nedexris DEMCE Ha 0CcHOBiI KOHIEMII{i
nepudepiliHo-xMapHOi 00po6ku JaHux. OGIPyHTOBAHO IPOrpaMHO-anapaTHi 3acoby apxiTeKTypy Ha OCHOBI
3rOPTKOBOi HEMPOHHOI Mepexxi Ha 60pTy BITJIA. Y TpeTboMy pO3iji IpeACTaBlIeHO yIO0CKOHANIEHU MeTo, 06po6KU
I QHUX [IPOrpaMHO-allapaTHUMU 3aco0amu 60pTOBOI cucTeMH yIpaBiiHHs BITJIA Mpy MOHITOPUHTY e(eKTiB
(OTOENEKTPUYHUX MOAYJIiB, YIOCKOHAJIEHNI METO]] aHCAaMOJII0BAaHHS Pi3HONANITPOBUX TepMmorpam Ta RGB
300pa’KeHb [17151 BUSIBJIEHHS ieeKTiB POTOeNeKTPUYHNUX MOJYJIiB 3 BUKOPUCTAaHHSM MOJI€eJli 3rOPTKOBOI HEPOHHOI
mepexi YOLOvIZm-seg, po3pobiaeHuil Metog, pyHkuionyBanHsi KOC monitopunry nedexrisB PEMCE. V yeTBepTomy
PO31Iiyi peCcTaBIeHO Pe3yIbTaTy €KCIIEPUMEHTaIbHUX NOCTinkeHb BusBiaeHHs gedektiB PEMCE. Y BucHoBKax
IIPENICTaBJI€HO OTPMMAaHi HAyKOBi Ta IPAaKTUYHI Pe3yIbTaTH JOCIIIKEHHS. Y N0JaTKaxX IPEeCTABIEHO aKTU

BIIPOBA/I>)KEHHSI PE3YyJIbTATiB pOOOTH.

2. Enhancing the fire safety of solar energy facility operation is an important scientific task in the field of
information technologies focused on the development of cyber-physical systems (CPS) for monitoring defects of
photovoltaic modules of solar power plants (PVMSPP). The dissertation analyzes the current state, methods, and
tools for monitoring defects of PVMSPP. The work develops an architecture and methods of functioning of cyber-
physical systems for monitoring defects of photovoltaic modules of solar power plants. The object of the research
is the process of monitoring defects of PVMSPP using software and hardware tools. The subject of the research is
the methods and tools of CPS for defect monitoring using software and hardware tools with distributed data
processing. The purpose of the dissertation research is to ensure prompt differentiation of photovoltaic module
operating modes such as fire, fire hazard, and protection activation based on the application of a CPS architecture
with distributed data processing for monitoring defects of PVMSPP. Scientific novelty of the obtained results: For
the first time, an architecture of CPS for monitoring defects of PVMSPP has been developed based on the concept
of edge-cloud data processing distribution. The novelty of the architecture lies in its formation on the principles of
distributing computations between the onboard and ground control systems of an unmanned aerial vehicle (UAV),
the dispatch control system, and a cloud service. The method of data processing by software and hardware tools of
the UAV onboard control system during monitoring of photovoltaic module defects has been improved. The
method is distinguished by the introduction of a model for determining the optimal camera viewing direction, the
application of ensembling of multi-palette thermograms and RGB images, and the transformation of pixel



coordinates of detected defects into geographic coordinates. The method of ensembling multi-palette
thermograms and RGB images for detecting defects of photovoltaic modules has been improved. The method
differs by the development of a mathematical model for classifying defects according to their relative area with
respect to the area of a single photovoltaic cell and by the introduction of post-processing to create a composite
thermo-RGB image. For the first time, a method for functioning of CPS for monitoring defects of PVYMSPP has been
developed. The novelty of the method lies in the implementation of the edge-cloud data processing concept.
Based on the application of the developed methods, the average precision indicator of defect detection of PVMSPP
has been increased by 2-3%, and the value of the integral indicator of accuracy and completeness of defect
detection according to the F1-score metric exceeds 90%. An algorithm for using the CPS for monitoring the PMSC
has been developed. The theoretical and practical results of the research have been implemented in the
development of safety systems in several organizations and in the educational process of the university. The
introduction substantiates the relevance of the scientific task related to the development of methods and tools for
monitoring defects of PVMSPP and presents the main scientific results and practical significance of the work. The
first chapter analyzes the current state of monitoring defects of PVMSPP, their main types, and the existing
methods for defect monitoring. The second chapter presents the development of the CPS architecture for
monitoring defects of PVMSPP based on the edge-cloud data processing concept. The software and hardware
tools of the architecture based on a convolutional neural network onboard the UAV are substantiated. The third
chapter presents the improved method of data processing by software and hardware tools of the UAV onboard
control system during monitoring of photovoltaic module defects, the improved method of ensembling multi-
palette thermograms and RGB images for defect detection using the YOLOvI2m-seg convolutional neural network
model, and the developed method of CPS functioning for monitoring defects of PVMSPP. The fourth chapter
presents the results of experimental studies on detecting defects of PVMSPP. The conclusions summarize the
obtained scientific and practical results of the research. The appendices present implementation certificates of the
research results.
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