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Pedepar:

1. B pucepTauiiiniil poboTi po3B’s13yeThCS aKTyaslbHa HAYKOBO-IIPUKJIAJHA 337a4a MiJBUILEHHS CTIKOCTI 0 aTak
colliasbHOi iHXeHepii po3NnoieHnx KOMITIOTEPHUX CUCTEM LIISIXOM PO3POO6JIEHHS METO/IIB Ta 3aCO0iB CUHTE3Y
CTiMKUX 10 atak couianpHoi imkenepii PKC. O6’eKT mocikKeHHs — MPOoLec [IPoLeC CUHTe3y CTIMKUX 0 aTak
coliasbHOI iHKeHepii PO3MoIiIeHNX KOMITIOTEPHUX cucTeM. [IpeameT qocimpKeHHs — MOJielli, MeTOIHY Ta 3acCobu
CHHTe3y CTiMKUX [0 aTaK COLiaJbHOI iHXeHepii po3NOoiIeHNX KOMITIOTEPHUX CUCTEM. MeTOI0 IUCEPTALilIHOTO
IOCJIiIKeHHS € MiABUIIEHHS CTIMKOCTI IO aTakK COLialbHOI iHKeHepii po3MoijIeHNX KOMITIOTEPHUX CUCTEM
IIJISIXOM PO3POO6JIEHHSI METOIiB Ta 3aCO6iB CUHTE3y CTIMKUX JI0 aTak couianpHoi imkeHepii PKC, siki KOMIIZIEKCHO
3a0€31e4yIoTh JOCTOBIpPHICTb BUSIBJIEHHS aTak, aJJallTUBHICTh, MacIITA60BAHOCTI, )KUBYYIiCTb Ta €(PEKTUBHICTb

IIPUMHATTS KOJIEKTUBHUX pilleHsb By3iiB PKC. V nucepTauiiiHiil po6oTi Bliepiie po3po6eHO METO], 3a0€3I1eUYeHHS



MacmraboBaHoCTi apxiTektypu PKC, cTiiikoi 10 aTak coljanbHOI iH)XeHepii, SKuil Ha BifMiHY BiJl BilOMUX IiTXOIiB
[O€HYE NIPUHLUIIN AMHAMIYHOI 1eKOMITI03u1ii, 6araToareHTHOI B3aeMOZi Ta alaliTUBHOIO IIepepO3IIOLily pecypciB
3 ypaxyBaHHSM I10B€JIiHKOBUX XapaKTEPUCTUK KOPUCTYBAYiB i 3arpos, 1110 Ja€ 3MOry 3a6€31eYUTU KEPOBaHy
MacIITaboBaHICTh PO3NOIIEHOI CUCTEMHU 0€3 3HUKEHHSI PiBHS 3aXUILEHOCTI, MiIBUMIXATY ii )KMBYYiCTb 32 YMOB
3pOCTaHHS KiIbKOCTi By3J1iB po3noaisieHoi KC ta iHTeHCUBHOCTI aTak coliayibHOI iHXeHepii. V nucepTaniiiHiil poooTi
BIIEpIlE PO3PO6IEHO METOl KOMIJIEKCHOTO OLiiHIOBaHHS cTitikocti PKC 1o aTak couianbHOi iHKeHepii, sSIKuil Ha
BiIMiHY BiJl BilOMUX METO[IiB I'PYHTY€ETbCS Ha 6araToBUMIipHIiil cuctemi popmanizoBaHUX KpUTEPiiB aallTUBHOCTI,
MacImTaboBaHOCTI, >KUBY4YOCTi Ta JOCTOBIPHOCTI BUSIBJIEHHS, 1110 JO3BOJINJIO OTPUMATU €IUHY YHIBEPCAJIbHY
MEeTPUKY oliHIoBaHH cTifikocTi PKC no aTak corjanbHOI iHxXeHepii. Y nucepTauiiiHiil po6oTi Habysa 1ogaabIoro
PO3BUTKY apXiTeKTypa CTiMKOi 10 aTak COLialbHO]I iHXXeHepil po3NnojiseHoi KOMITIOTEPHOI CUCTEMH, SKa Ha BiIMiHY
BifJ, BiloMuX 6a3yeThbCsl HA iepapxivyHill 6araToareHTHi OCHOBI 3 3aCTOCYBAHHSM MiJKPIIlJIIOBAIbHUM HaBYaHHSIM,
€HTPOIIITHO-0PiEHTOBaHUMU (PYHKIiSIMM BUHATOPOJY, AalIpiIOPHUMU 3HAaHHSMU Y BUIJISiAi rpada 3HaHb Ta
MoZanbHO-CcrlenudiYyHUMU CEPBiICHUMU areHTaMy, 110 JJa€ 3MOTy alallTUBHO 3MEHIIyBaTU HEBU3HAYEHICTh Y
IIpoLeCi BUSIBJIEHHS aTaK, CKOPOYYyBaTU KiJIbKiCTh [ia/lOrOBMX KPOKIB i MiABUILYBAaTA TOYHICTh BUSABJIEHHS Ta
k1acudikauii aTak couianbHOI imkeHepii. Y gucepTauifiHiil po60Ti TaKOX YAOCKOHAJIEHO METOJ, BUSBJIEHHS
KibepaTak coliasibHOI iHXeHepii B po3IoJiJIeHuX KOMITIOTEPHUX CUCTEMAaX Ha OCHOBI YHIKaJIbHOT'O JIIHTBICTUYHOTO
ineHTudikaTopa GopmMyIOBaHHS, KU Ha BiTMiHY Bifl BilOMUX NiIX0LiB I'PYHTYyEeThCS HA GOPMYBaHHI
CIIelliai3oBaHOi MHOKMHY YHIKaJIbHUX MOBHUX ileHTU(IKaTOPiB, ix nonepenHiil JiHrBICTUYHINA HOpMali3alii,
eKCIIEpTHOMY MapKyBaHHI Ta 3aCTOCYBaHHI MeTony k-HalbanK4Mx CyciniB i3 momanpmum afanTuBHUM
HaJIalITYBaHHSIM lileprnapameTpiB i IOPOroBUX 3HAYEHb NOBIpY, IO Ja€ 3MOTY MiABUIIUTY TOYHICTD Ta CTiHKICTb
BUSBJIEHHS aTaK COLliaJIbHOI iH)KeHepii, SMEHIINUTH KiJIbKiCTb XMOHUX CIIPallbOBYBaHb, 320€311€UNTH PaHHE
pearyBaHHS Ta iHTerpaliio pe3yJbTaTiB y KOHTYPH 3aXUCTy PO3IOAiNeH0i KOMITIOTEpHOi cuctemu. [IpakTruyHa
L[iHHICTb OTPMMAaHUX PE3YyJIbTATIB MOJIAATAE B peasisdallii yCiXx TEOPETUYHHUX [10JI0KEHD, IOAAHNX B JUCEPTALITHOMY
IOCJIiIKeHHI, y IPUKJIAJHI pillleHHs Ta MOXJIMBOCTI ix 6e31ocepeHbOro BIIPOBAIPKEHHS Il BAKOPUCTAHHS Ha
HiANpUeMCTBax. 3a pe3yabTaTaMU BUKOHAHUX AOCIIIKEHD 30,00yBaYeM PEeasi30BaHO PO3INOLiIEHY KOMITIOTEPHY
CUCTEMY, CTilKy 10 aTaK coLiasbHOi iHXeHepii. [IpakTu4Ha LiHHICTb POOOTHU MOJIATA€ Y MOKIMBOCTI BUKOPUCTAHHS
OTPUMAaHUX Pe3yJIbTaTiB /1151 PO3POOJIEHHS KOPIIOPATUBHUX MOJITHUK 6e3NeKy, 100yI0BY CUMYJISILITHUX TPeHaXXePiB
171 DOCIIiIPKEHHS B3a€MOZil KOPUCTYBAUiB i3 aTakamMy COLiaJIbHOI IH)KEHepii, CTBOPEHHS iIHTE€JIEKTYyaJIbHUX areHTiB
17151 Kibep3axucTy Ta ONTMMi3alii apXiTEKTyp pO3NOIiIEHUX CUCTEM 3 YPaXyBaHHSIM PU3UKIB. 3alIPOIIOHOBAHI
METOJI MOXKyTb 3aCTOCOBYBATHCS ¥ OAHKiBChKil, TEJIEKOMYHIKallii1Hii1, eHepreTuyHil Ta IepkaBHill chepax, me
KPUTUYHO BKJIMBO 3a0€3I1€UNTH CTIiMKICTh CUCTEM [0 CKJIaIHUX [10BE[IiHKOBUX 3arpo3. Pe3ysbTaTu JucepTauiitHoi
po6otu BrpoBagkeHo y: ITIT «ABIBI» (axT BripoBampkeHHs Bif, 08.1.2025 p.); TOB «IDKI EM XOCT» (akT
BIPOBa/pKeHHs Bifg 30.12.2025 p.); y HaBuaabHOMY Tpoleci XMeJIbHULBKOrO HalliOHAIbHOTO YHIBEPCUTETY (AKT
BrpoBamkeHHs Bin 30.09.2025 p.); mpu BUKOHAHHI 1ep>KOI0KeTHOI TeMU XMeJIbHULIBKOIO HalliOHaJIbHOT'O
yHiBepcuTeTy «Cucrema BusiBjieHHs 3[13 Ta KOMII'IOTEPHUX aTaK B KOPIOPAaTMBHUX MEPEXAX 3 BUKOPUCTAHHSIM
XMOHUX 00'eKTiB aTtak Ta nactok» (JP N2 0124U000980).

2. The dissertation solves the current scientific and applied problem of increasing the resistance to social
engineering attacks of distributed computer systems by developing methods and means of synthesizing RCS
resistant to social engineering attacks. The object of the study is the process of synthesizing distributed computer
systems resistant to social engineering attacks. The subject of the study is models, methods and means of
synthesizing distributed computer systems resistant to social engineering attacks. The purpose of the dissertation
research is to increase the resistance to social engineering attacks of distributed computer systems by developing
methods and means of synthesizing RCS resistant to social engineering attacks, which comprehensively ensure the
reliability of attack detection, adaptability, scalability, survivability and efficiency of collective decision-making of
RCS nodes. In the dissertation work, a method for ensuring the scalability of the RCS architecture, resistant to
social engineering attacks, was developed for the first time, which, unlike known approaches, combines the
principles of dynamic decomposition, multi-agent interaction and adaptive resource redistribution taking into
account the behavioral characteristics of users and threats, which makes it possible to ensure the controlled



scalability of the distributed system without reducing the level of security, to increase its survivability under
conditions of an increase in the number of distributed CS nodes and the intensity of social engineering attacks. In
the dissertation work, a method for comprehensively assessing the resistance of RCS to social engineering attacks
was developed for the first time, which, unlike known methods, is based on a multidimensional system of
formalized criteria for adaptability, scalability, survivability and reliability of detection, which allowed obtaining a
single universal metric for assessing the resistance of RCS to social engineering attacks. In the dissertation work,
the architecture of a distributed computer system resistant to social engineering attacks was further developed,
which, unlike the known ones, is based on a hierarchical multi-agent basis with the use of reinforcement learning,
entropy-oriented reward functions, a priori knowledge in the form of a knowledge graph, and modal-specific
service agents, which allows adaptively reducing uncertainty in the process of detecting attacks, reducing the
number of dialog steps, and increasing the accuracy of detecting and classifying social engineering attacks. The
dissertation also improves the method for detecting social engineering cyberattacks in distributed computer
systems based on a unique linguistic identifier of the formulation, which, unlike known approaches, is based on the
formation of a specialized set of unique language identifiers, their preliminary linguistic normalization, expert
labeling and the application of the k-nearest neighbors method with subsequent adaptive tuning of
hyperparameters and trust thresholds, which makes it possible to increase the accuracy and stability of detecting
social engineering attacks, reduce the number of false positives, ensure early response and integration of the
results into the protection circuits of a distributed computer system. The practical value of the results obtained
lies in the implementation of all theoretical provisions presented in the dissertation research into applied solutions
and the possibility of their direct implementation and use in enterprises. Based on the results of the research, the
applicant implemented a distributed computer system that is resistant to social engineering attacks. The practical
value of the work lies in the possibility of using the obtained results to develop corporate security policies, build
simulation simulators to study user interaction with social engineering attacks, create intelligent agents for cyber
defense and optimize distributed systems architectures taking into account risks. The proposed methods can be
applied in the banking, telecommunications, energy and government sectors, where it is critically important to
ensure the resilience of systems to complex behavioral threats. The results of the dissertation work have been
implemented in: PP "AVIVI" (implementation act dated 08.01.2025); LLC "GM HOST" (implementation act dated
30.12.2025); in the educational process of Khmelnytskyi National University (implementation act dated 30.09.2025);
when implementing the state budget theme of Khmelnytskyi National University "System for detecting malware
and computer attacks in corporate networks using false attack objects and traps” (state research project No.
0124U000980).
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