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Pedepar:

1. lucepTariis Ha 3MOOYTTSI HAYKOBOT'O CTYTIEHS JOKTOpa MOJITUYHUX Hayk 3a crenianpHicTio 23.00.04 — [NosiThyHi
Ipo6JiIeMU MDKHAPOJIHUX CUCTEM i I7106aIbHOTO PO3BUTKY. — BOIMHCBbKUI HalliOHAIbHUI YHiIBepcUTeT iMeHi Jleci
Ykpainu, m. JIynpk, 2025 p. JlucepTaniiiHe JOCIIIPKEHHS € KOMIIJIEKCHOIO0 HAYKOBOIO IIpalielo, CIIPSIMOBaHOIO Ha
ocMUCJIeHHS (peHOMeHY iHPOpMaliHOrO TEPOPU3MY SIK HOBITHBOI (pOpMHU TriOpUIHOI arpecii B cuctemi ri106aabHoi
Oe3neKu. AKTyabHICTb TEMU 3yMOBJIEHA MACIITAOHUM BUKOPHCTAHHSIM iHPOPMaLIifHUX TEXHOJIOTIH y MOJITUYHUX,
BiliCbKOBUX i coLiaibHUX KOHPIIIKTaX, 1[0 [10Tpebye po3pobieHHsI HOBUX TEOPETUYHUX i MPaKTUYHUX MMiAXOiB 10
3a0e3ne4yeHHs CTIKOCTI lep>KaBy B yMoBax iHpopMaLiliHUX 3arpo3. MeTa AOCIiIPKeHHS — BUSIBJIEHHS CYTHOCTI,

CTPYKTYpH Ta IAHAMIKM iHPOPMALiTHOTO TEPOPU3MY SIK IOJIITUYHOTO I KOMYHIKaTUBHOTO (PEHOMEHY, BU3HAYEHHS



110ro BIUIMBY Ha MDKHAPOJHY Ta HalL[iOHAJIbHY O€3I1EeKY, a TAKOXK PO3POOJIEHHS HAyKOBO OOIPYHTOBAaHUX MEXaHi3MiB
npotupii. Y po6oTi chopMyIbOBaHO 3aBHAHHS, 110 OXOIIIOIOTh aHaJIi3 KOHIENTYaJbHUX MiAXO0iB 1O BUBYEHHS
Tepopu3My B iHpopMaLiiiHy 100y, BU3HaY€HHS TUIIIB i popM iHPopMaLlilHOro TEPOpPY, LOCiIKEHHS TOCBiLy
npoTuii UM SIBUIIAM y IPOBifHUX HepxkaBax cBiTy (CLIA, kpainax €C, fnowii, KHP, Ingii, nep>xaBax AQpuku ta
JlaTuHChKOi AMepuKH) 11 OLIiHKY €(peKTUBHOCTI YKpPaiHCbKUX MPAKTUK MPOTULii Ae3iHdopmaliii Ta Kibep3arposzam y
nepiof, poCiiCbKO-yKPaiHChKOI BitHU. MEeTO0JIOTiYHY OCHOBY CTaHOBUTD MTO€JHAHHS CUCTEMHOTO, iIHCTUTYLIIMHOTO,
IIOPiBHSIIIBHOTO, CTPYKTYPHO-(YHKIIOHAJIBHOTO, iCTOPUYHOTO ¥ KOHTEHT-aHali3y. 3aCTOCOBAHO SIK SKiCHi, TaK i
KisIbKicHi MmeTogy — Bif OSINT-MOHITOPUHIY BiIKpUTUX IKEPEJI 10 CTATUCTUYHOTO aHajli3y MacTabiB
inopmaniitHux aTak i KaMIaHii BIIMBY. Take IoegHaHHS 3a6e31e4nsio IIIMO0Ke OCMUCJIEHHS CYTHOCTI peHOMEeHy
iHopmariiiHoro TepopusMy Ta Horo TpaHcpopmaliiiHux HacsiakiB. HaykoBa HOBU3HA [OCIiIPKEHHS T10JITae B
TOMY, IO BIEpIIe: — 3[iiCHEHO KOHLENTyali3alilo MOHATTs iH(pOPMaLifHOI CTIMKOCTI SIK KJIIOYOBOTO €JIEMEHTY
HaliOHAJIBHOI 6€3MeKy, [0 OXOIIIOE TeXHIUHI, TPaBOBi, opraHisaliiiHi, OCBITHi i IICUX0JIOTiYHi KOMIIOHEHTH; ~
OOI'PYHTOBAHO POJIb CTPATETiYHUX KOMYHiKalili, MeJliarpaMOTHOCTI Ta iHpOpMaLifiHO] ririeHu sIK eJIeMeHTiB
iHpopmarliiiHOi 060POHU AEeP>KaBY; — CUCTEMATU30BaHO YKPAiHCBKUI NOCBI] NPOTUiI iHpOopMaLiiHUM aTakam,
3okpema aisgnbHicTe OSINT-cninpHOT, LnGpPOBUX BOJIOHTEPIB, iHilliaTuB StopFake, Detector Media Too, i
BM3HAYEHO iX poJib y 3MilfHeHHi iHdopMaLiiiHOI CTIMKOCTI; — po3po6JieHo Tumnosorio Gopm iHpopmauiiHoro
TepopuaMy (Mezia-, Kibep- Ta KOTHITUBHOTO) I [10ZaHO XPOHOJIOTIYHY MOJIE€JIb MO0 €BOJIIOLII Bifl TpaAULIIHUX 10
ppoBUX GOPM HACUIBCTBA; — CHOPMYJIBOBAHO PEKOMEHJIALLII OO0 BIOCKOHAIIEHHS NOJIITUKU AEP>KaBU y cepi
indopmauiitHoi 6e3neku, rapMoHisallii HallioHanbHOro 3aKkoHOaBcTBa 3 Hopmamu €C i HATO ta po3Butky
IIapTHepPCTBa MiX Jiep>kaBoio, FPOMa/IsTHCbKUM CYCIIiIbCTBOM i Megia y cepi npotuzii inpopmaniiHum 3arposam.
[IpakTHyHe 3HaYEHHS pe3yJbTaTiB [10JISITA€ B MOXKJIMBOCTI BUKOPUCTAHHS HaNpallloBaHb AucepTallii B IisIbHOCTI
VPSIAOBUX CTPYKTYP, BiANOBifaIbHMUX 3a iHOpMaLiliHy 6e3MeKy, pO3po0JIeHHs CTpaTerii NpoTuii riopuaHUM
3arposam i nesindopmatiii, a TaKOXK y HaBUaJIbHOMY IIPOLIECi — y MeXXax IUCUUILIIH «MDKHapoHa 6e3neKa»,
«CrpateriuHi KOMyHiKalii», «Kibepbesneka», «MixkHapoaHa iHpopmalis». Pe3yabTaTu JOCHIIKEHHS MOXYTb OyTH
KOPMCHUMU [17151 TiArOTOBKY aHAJiITUYHUX MaTepiasliB, CTBOPEHHS HaBYaJIbHUX IIPOTPaMm i PO3BUTKY aHAiTUYHUX
LIeHTPiB i3 nuTaHb iHQopMaLiiHoi Ta rymaHiTapHoi 6e3nexku. OCOOUCTHI BHECOK 37100yBaya MOJISITa€e B NOIIUGIEHHI
TEOPETUKO-MEeTO0JIOTTYHUX 3acal JOCiIKeHHs iHpopMaLifiHOro TEpOpU3My, po3po06JIeHH] KOHLemnii
iH(popmMaLiifHOi CTIMKOCTI 5IK iIHCTPYMEHTY 3aXUCTy HalliOHaJIbHUX IHTEPECiB, CTBOPEHHI TUIIOJIOTI] iHpopMaLitHuX
3arpo3s i y3arajabHeHHi Mi>KHapOJIHOTO JTOCBiy NpoTUii iHpopMaliiHUM aTakam.

2. Dissertation for the degree of Doctor of Political Sciences in the speciality 23.00.04 - Political Problems of
International Systems and Global Development. - Lesya Ukrainka Volyn National University, Lutsk, 2025. The
dissertation is a comprehensive study that explores the phenomenon of information terrorism as a new form of
hybrid aggression within the contemporary system of global security. The research is driven by the growing role of
the information environment in shaping political decisions, societal perceptions, and security strategies of states,
as well as by the urgent need to establish theoretical and practical frameworks for strengthening national
resilience against information-based threats. The purpose of the dissertation is to identify the essence, structure,
and dynamics of information terrorism as a political and communicative phenomenon; to assess its impact on
international and national security; and to develop scientifically grounded mechanisms of counteraction. The
study’s object is the phenomenon of information terrorism in the context of global transformations, while its
subject comprises political, institutional, communicative, and normative mechanisms of its manifestation and
neutralization. The author set a series of research objectives, including: an analysis of conceptual approaches to
terrorism in the information age; the identification of typologies and forms of information terrorism; a
comparative study of counteraction strategies in leading states (the USA, EU countries, Japan, China, India, African
and Latin American nations); and an assessment of Ukraine’s experience in combating disinformation and hybrid
aggression amid the ongoing Russian-Ukrainian war. The methodological framework combines systemic,
institutional, comparative, structural-functional, and historical approaches, along with qualitative and quantitative
methods — including OSINT-based analysis of open sources and statistical data on information attacks and
influence operations. This interdisciplinary synthesis enabled the researcher to examine the multidimensional



nature of information terrorism as both a political instrument and a destructive communicative practice. The
scientific novelty of the study lies in several key contributions: - for the first time, information terrorism is
conceptualized as a political and institutional phenomenon that restructures the global security architecture and
serves as an instrument of influence by both state and non-state actors; - the dissertation introduces the concept
of information resilience as an essential component of national security, encompassing technological, institutional,
educational, and psychological dimensions; - the author systematizes Ukraine’s experience of countering
information aggression, highlighting the activities of digital volunteer networks, OSINT communities, and civil
society initiatives such as StopFake and Detector Media, and their role in strengthening societal resistance; - a
typology of information terrorism forms (media, cyber, and cognitive) and a chronological model of its evolution
from traditional terrorism to digital aggression after September 11, 2001, are developed; - a set of
recommendations is formulated to enhance Ukraine’s information security policy, align its legislative framework
with EU and NATO standards, and promote sustainable cooperation between the state, civil society, and the media
in the field of countering information threats. The theoretical significance of the dissertation lies in deepening the
scientific understanding of hybrid threats in international relations, while its practical importance is demonstrated
through the applicability of its results in designing state information security policies, developing national
strategies for combating disinformation and psychological operations, and integrating the findings into
educational programs on International Security, Strategic Communications, Cybersecurity, and Global Information
Policy. The author’s contribution consists in advancing the theoretical and methodological basis for studying
information terrorism, introducing the category of information resilience as a mechanism for safeguarding
national interests, systematizing global approaches to information security, and substantiating Ukraine’s
innovative model of informational resistance during wartime. The results of the research may serve as a
foundation for further academic inquiry into the interdependence between information power, hybrid warfare,
and global governance, as well as for the elaboration of practical tools aimed at enhancing democratic resilience
and defending the integrity of the information space. Key words: information terrorism, information resilience,
national security, international security, civil society, Russian-Ukrainian war, hybrid war, strategic
communications, disinformation, EU, Ukraine, NATO, international organisations, conflict.
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